Privacy Policy
Last updated: January 14, 2022
This Privacy Policy (“Policy”) governs processing by CPS Solutions OÜ (“Cryptopay”, “we”, “us”)
of information, including personal data, relating to the data subjects (“you”, “User”) of the
https://www.cryptopay.me website (“Site”), Cryptopay mobile app (“App”) and other services
provided by us, including but not limited to wallet and prepaid card services (collectively hereinafter
“Service”). This Policy applies to the Site, App, all products and Services offered by us.
CPS Solutions OÜ is a company registered in Estonia (registry code: 16063623) whose registered
address is Harju maakond, Tallinn, Haabersti linnaosa, Meistri tn 16, 13517.
The Policy covers following questions:
•
•
•
•
•
•
•
•
•
•

Information we may process, legal basis and purposes of processing
How we use information
How long we retain information
How we share collected information
Cross-border transfer
How we store and protect collected information
Rights of users
Changes to the Policy
What if I do not want to accept the Policy?
Contacts

INFORMATION WE MAY PROCESS, LEGAL BASIS AND PURPOSES OF PROCESSING
Personal information
We may process personal information of Users in a variety of ways, including, but not limited to, when
users visit the Site, App, or use any of our Services; register on the Service; fill out any form; provide
information for passing of anti-money laundering procedures or take any actions directly stipulated by
the features of the Site or App.
We may obtain information about you from third party sources as required or permitted by applicable
law, such as public databases, credit bureaus, ID verification partners, resellers and channel partners,
joint marketing partners, and social media platforms for purposes of verifying your identity. We obtain
information from third parties for the purposes of compliance with legal obligations, such as anti-money
laundering laws, and for the purposes of contractual performance.
Categories of data involved in data processing include:
•
•
•
•

Personal Identification Information: Name, e-mail, date of birth, citizenship, gender, utility
bills, photographs, phone number, mailing address, ID or other documents’ number and other
details;
Payment Information: Bank information, card information, transaction history;
Employment Information: Employer details, job title;
Other data collected by cookies: see sections 2 and 3 of the Policy regarding cookies.

From time to time, we may process this and additional types of data about Users to make sure our
Service is not used fraudulently or for other illicit activities. In such instances, processing is necessary
for one of the legal bases as described below. We may ask you to supply additional documents or
information where it is necessary for compliance with our legal obligations and for the purposes of
legitimate interests e.g. in the prevention of fraud, money laundering and counter-terrorism.
Users can always refuse to supply personally identification information, except that it may prevent them
from engaging in certain Service or related activities. Thus, in some cases, we will be unable to render
Services to you if you do not provide us your personal identification information due to the requirements
of anti-money laundering laws and other legal acts.
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Information collected automatically
We may collect information about Users whenever they interact with our Service, for example, through
the use of cookies. Such information may include the browser name, the type of computer and technical
information about Users means of connection to our Site, such as IP address, location, date and time of
connection, the operating system and the Internet service providers utilized and other similar
information.
Web browser cookies
Our Site may use “cookies” to enhance User experience. User's web browser places cookies on their
hard drive for record-keeping purposes and sometimes to track information about them. User may
choose to set their web browser to refuse cookies, or to alert you when cookies are being sent. If they
do so, note that some parts of the Site may not function properly. Learn more about the way our Site
may use cookies in our Cookie Policy.
HOW WE USE INFORMATION
We process aforementioned information relying on the following legal grounds:
•
•
•

•

where it is necessary to perform a contract with you for the provision of our Services or to enter
into a contract with you for the provision of our Services;
where it is necessary for compliance with our legal obligations across jurisdictions with regard
to provision of financial services, as stipulated by accounting, taxation and other laws and to
prevent criminal activity, fraud and money laundering;
where it is necessary for the purposes of our legitimate interests to prevent fraud, money
laundering or unauthorized use of your account, and to analyze your account activity in order
to be able to provide you with an adequate and reliable service and to offer you the best possible
options suitable for your needs;
where we have received your explicit consent as required by applicable law.

and for the following purposes:
•
•
•
•
•
•
•
•
•

to identify you as a client and distinguish you from other users of our Service;
to be able to continuously provide you with functional, secure, efficient, and customized
service;
to operate and develop our Service;
to publish content and advertising on the Site and App;
to prevent losses and frauds;
to respond to you about any comment or enquiry you have submitted;
to comply with legal and regulatory requirements, including Know-Your-Customer (KYC)
anti-money laundering (AML) requirements;
to provide you with customer and technical support;
to inform you about our and our partner’s offers, products and to perform other marketing
activity where we have received your consent.

We also may process personal information including your email address to send you service updates
and notifications (regarding your account settings), newsletters, marketing messages and certain email
notifications where we have obtained your explicit consent or are otherwise lawfully permitted to do
so. You can change your preferences later and opt-out from such emails at any time just by following
the link, which may be placed in every email from Cryptopay or through settings.
We will ask User’s consent before processing of aforementioned information in other purposes. When
collecting such consents, we inform the Data Subject of the respective purposes of processing and such
processing is conducted only when appropriate consent is received.
HOW LONG WE RETAIN INFORMATION
We store collected information for as long as it is necessary to perform our contractual obligations in
order to provide products and services to you. If you decide to delete your account, do not use Services
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and choose to terminate contract with us, we keep your information and information on your
transactions for 5 years after you delete your account for the compliance with the requirements of antimoney laundering laws and other legal acts. However, the information may be, wholly or in, part,
retained for longer or shorter term if required by applicable laws or if there is other justified reason to
retain or delete them.
In some cases, we can keep your information longer than 5 years: such exceeding can be used only in a
case of arising of legal requirements that will oblige us to store your information for more than 5 years.
Information associated with your account will be kept until your account is deleted, unless we no longer
need the data to provide products and services.
Please note that retention periods may be changed from time to time based on legal and regulatory
requirements.
HOW WE SHARE COLLECTED INFORMATION
We sometimes need to share personal information we process with third parties. When necessary or
required we may share information with authorities, other companies within the group of companies for
internal administrative purposes, companies which the group cooperates with and to other third parties,
such as third party service providers used in connection with our Services (e.g. various analytical
services and financial institutions that we have partnered with to jointly create and offer a, product).
The legal basis for data transfer is performance of contract between you and us, as well as our legitimate
interest and our legal obligation.
We may share collected information with:
•
•
•
•
•
•

credit reference agencies;
KYC and fraud prevention providers;
debt collection and tracing agencies and other companies in the same group;
suppliers and services providers (analytical, financial);
government bodies and other recipients in order to comply with applicable law;
courts and tribunals.

CROSS-BORDER TRANSFERS
We intend to transfer the collected information we obtain from you to recipients in countries other than
the country in which the information has been originally collected. Those countries may not have the
same data protection laws as the country in which you initially provided the information.
The collected information may be transferred to a state outside the European Economic Area (“EEA”).
For such transfers we use standard contract clauses or other suitable safeguard to permit data transfers
from the EEA to other countries. A copy of standard data protection clauses adopted by a supervisory
authority may be obtained by request made to the privacy@cryptopay.me.
HOW WE STORE AND PROTECT COLLECTED INFORMATION
We adopt appropriate data collection, storage and processing practices and security measures to protect
from unauthorized access, alteration, disclosure or destruction of your personal information, username,
password, transaction information and data stored on our Site. We use encryption to protect information
and we grant access to information to our employees and third parties only when it is necessary for
them to process said information.
However, the transmission of such data over the Internet using personal computers or mobile devices
is not completely safe and therefore we cannot guarantee the security of documents submitted to our
platform. Any transmission of such documents is at your own risk. As soon as we receive your
information, we implement strict security measures and procedures to avoid unauthorized access from
any third party.
RIGHTS OF USERS
You have a right to request from us:
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•

access to information and update information;

You have a right to review information we keep about you and if you suppose that information is
inaccurate or incomplete, you may contact us in order to update information.
Updating your information. If you believe that the information we hold about you is inaccurate or that
we are no longer entitled to use it and want to request its rectification, deletion or object to its processing,
please contact us.
•

restriction of processing and erasure of your personal data;

If you believe that we are not entitled to use your information and you want to request its deletion or
object to its processing, you may contact us.
•

personal data in a structured, commonly used and machine-readable format.

Please note that the above is subject to limitations by relevant data protection laws. You may exercise
the aforementioned rights by sending a request to e-mail address provided in the Contacts section. In
your request please provide us with your account login and we will respond you shortly for further
discussion
Where the processing is based on consent, you have a right to withdraw such consent at any time.
However, we might keep processing information if we have a legal basis for it.
We will not keep outdated or deleted information, unless we have to do so in accordance with legislative
requirements.
CHANGES TO THE POLICY
Cryptopay has the discretion to update this privacy policy at any time. When we do, we revise the
updated date at the top of the page. We may also post a notification on the main page of our Site and
notify you by other means (for example, via email). We encourage Users to frequently check the page
for any changes to stay informed about how we are helping to protect the personal information we
collect. You acknowledge and agree that it is your responsibility to review this privacy, policy
periodically and become aware of modifications.
WHAT IF I DO NOT WANT TO ACCEPT THE POLICY?
By using our Services, you acknowledge that we process information in the ways described by the
Policy. If you do not agree to this policy, please do not use our Services. Your continued use of the
Services following the posting of changes to this policy will be deemed as your acceptance of those
changes.
If you already have registered an account on the Site, but you do not agree with the Policy, you shall
terminate your account. You can find out how to terminate or cancel your account here:
https://cryptopay.me/settings/close_account.
CONTACTS
If you have any questions about the Policy or would like to exercise any of your rights, please contact
us at privacy@cryptopay.me.
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